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Trademarks 

The following are trademarks of Motorola: MOTOTRBOÊ 

 

Any other brand or product names are trademarks or registered trademarks of their respective holders. 

The Genesis Group Trademark Information 

GW3-TRBO® is a registered trademark of GenCore Candeo, LTD., a subsidiary of Burks GenCore Co., Inc. 

D.B.A. The Genesis Group and Phil Burks. 

Copyright 

Copyright © 2006-2022; Burks GenCore Co., Inc. D.B.A. The Genesis Group and Phil Burks. All  rights are 

reserved. No part of this publication or the associated program may be reproduced, transmitted, transcribed, 

in whole or in part, in any form or by any means, whether it is mechanical, magnetic, optical, electronic, 

manual or otherwise, without the prior written consent of Burks GenCore Co., Inc. D.B.A: 

The Genesis Group and Phil Burks 

5800 Eagles Nest Blvd 

Tyler, Texas 75703. 

 

Includes technology licensed from Motorola. 

Disclaimer 

The GW3-TRBO Installation & Quickstart Guide is printed in the U.S.A. Burks GenCore Co., Inc. D.B.A. 

The Genesis Group and Phil Burks believe that the information included in this manual is correct; however, 

Burks GenCore Co., Inc. D.B.A. The Genesis Group and Phil Burks reserves the right to alter, revise and 

make periodic changes to the manual and its contents. Burks GenCore Co., Inc. D.B.A. The Genesis Group 

does not assume responsibility to notify any person of such revisions or changes. While we have taken strides 

to carefully examine our software and documentation and believe that it is reliable, the Genesis Group and 

Phil Burks assume no responsibility for the use of the manual, or GW3-TRBO software, nor for any patent 

infringements or other rights of third parties who may use the manual or the GW3-TRBO software. Burks 

GenCore Co., Inc. D.B.A. The Genesis Group and Phil Burks make no representations or warranties with 

respect to the contents or fitness for a particular purpose beyond the cost of the software paid by the end-user. 

 

The software contains valuable trade secrets and proprietary information. Unauthorized use of the manual or 

software can result in civil  damages and criminal prosecution. As an end user, you agree to abide by and heed 

these statements. 

License 

Title to the media on which the program is recorded and to the documentation in support of the product is 

transferred to you, but title to the program, and all subsequent copies of the program, despite the form or 

media in or on license is not a sale of the original or any subsequent copy. You assume responsibility for the 

selection of the program to achieve your intended results, and for the installation, use, and results obtained 

from the program. 

 

Refer to the GW3-TRBO Manual Overview for your full  license. All  license information contained on pages 

4-7 (Book 600-2.17.10-AA.1) are to be considered as contained herein. 

Support 

Customer satisfaction is our number one priority at Genesis. We are here to provide you with the best 

software possible, and we want to know when you have any questions, concerns or problems with 

GW3-TRBO so that we can make it a better product for everyone. 

 

Refer to the Troubleshooting & Support section of the GW3-TRBO Manual Shell (Book 600-2.17.10-AA.1) 

for complete support and contact information. 
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About this Manual 

 

Goals 

This document guides you through the GW3-TRBO installation and initial setup 

process. After you complete the steps in this document, you will  be ready to 

configure the input module(s) that GW3-TRBO will  use to communicate with 

your system(s). 

Who Should Read This Manual? 

This document is written for an audience with an understanding of computer and 

network administration. Specifically, anyone performing an initial installation of 

GW3-TRBO should read this manual. 

How This Manual Is Organized 

This manual is organized as follows: 

¶ Installing  GW3-TRBO: Describes the process of installing GW3-TRBO. 

¶ Getting Started: Instructions on logging into Alert and beginning the 

GW3-TRBO evaluation. 

¶ Configuring the Security Module: Instructions on changing the default 

Admin login. 

¶ Configuring the Archiver  Module: Instructions on setting up data 

archiving for reporting and historical data. 

 

This manual contains the following images, used to indicate that a segment of text 

requires special attention: 

 

 Additional  Information : Additional information is used to indicate 

shortcuts or tips. 

 

 Warning : Warnings are used to indicate possible problem areas, such as a 

risk of data loss or incorrect/unexpected functionality. 
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Chapter 1 Installing GW3-TRBO 

 
This chapter contains the following sections: 

¶ Warnings: Provides some warnings about GW3-TRBO configurations. 

¶ Minimum  Hardware Specifications: Describes where to find the 

hardware configuration required to support a GW3-TRBO installation. 

¶ Hardware Enhancement Options: Describes additional hardware 

options. 

¶ GW3-TRBO Software Install:  Provides detailed instructions for 

installing and licensing the GW3-TRBO software. 

¶ Firewall  Configuration : Describes the proper setup of the Windows 

firewall. 

¶ Advanced Client Setup: Describes the proper setup of clients in a multi-

domain environment. 

¶ Audit  Logging: Describes the audit logging in SQL Server. 

Warnings 

 If  you change the name of the GW3-TRBO host computer, you must restart the GW3-TRBO 

service. 

 

 If  you wish to use SQL Serverôs SNMP integration functionality, you must install Windows 

SNMP components before SQL Server. 

 

 You must install the full  version of Microsoft SQL Server on the host machine in order to 

create a host/client install. SQL Server Express DOES NOT support remote user connectivity on 

its databases. The full  version of Microsoft SQL Server DOES support remote user connectivity. 

 

 SQL Server® Standard is recommended for users that wish to archive data and run daily 

reports. GW3-TRBO is shipped with a freeware version of Microsoft SQL Server (SQL Server 

Express). SQL Server Express is limited to a maximum size of 10 GB of archived data. When the 

maximum size is reached, the database will  not be updated with new records and may stop 

functioning. 

 

 The GW3-TRBO machine must use an English-language version of Microsoft Windows. 

 

 The GW3-TRBO machine must not use a comma as a decimal symbol in the Number Format 

under Regional Settings. 

 

 The GW3-TRBO machine must not use hyphens in the Date Format under Regional Settings. 

 

 The GW3-TRBO machine (client or host) must be a member of a Microsoft Windows 

network. GW3-TRBO relies on DNS resolution for the TCP/IP and SQL connections that it uses. 

If  the machine running GW3-TRBO is not a member of a network, the GW3-TRBO software will  

not function properly unless you follow the instructions below. 
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 The GW3-TRBO service must always be running. Please disable hibernation on the host 

machine. 

Using GW3-TRBO Without a Network 

GW3-TRBO requires a network connection. If you need to use GW3-TRBO on a 

machine that is not connected to a network, you must install a loopback adapter. 

A hardware loopback adapter has been included with your GW3-TRBO host 

machine. Connect the adapter to the machineôs Ethernet port as shown below. 
 

 
 

The Microsoft Loopback Adapter can be installed if  a hardware adapter is not 

available. To install this software loopback adapter, follow the steps below. 

 

Windows 10 

1. Right-click the Start menu icon and select Run. 

2. Enter the text ñhdwwiz.exeò and click OK . This will load the Add 

Hardware Wizard. 

3. Click the Next button. 

4. Select Install  the hardware that I  manually select from a list 

(Advanced) and click Next. 

5. Select Network Adapters from the list and click Next. 

6. Select Microsoft  from the list of manufacturers. 

7. Select Microsoft  KM -TEST Loopback Adapter from the Model list and 

click Next. 

8. Click Next. Windows will  install the loopback adapter. 

9. Click Finish. 
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Minimum Hardware Specifications 

See https://genesisworld.com/TRBOspecs/ 

Hardware Enhancement Options 

There is no such thing as too much power. The following hardware options will  

improve the performance of GW3-TRBO: 

¶ Increase the hard drive speed: When archiving or reporting on a great 

deal of data, the hard drive will  sometimes become the bottleneck of the 

system. This can lead to the processor waiting on the hard drive. 

¶ Increase the memory (RAM):  When GW3-TRBO is processing data on a 

system with thousands of radio IDs and talkgroups, it uses a lot of 

memory. If  your machine needs more memory than is available, it will  

begin using the swap file on the hard disk to store data that should be in 

memory. Because the hard drive operates at a speed that is up to 1,000 

times slower than memory, it is important to avoid hard drive swapping. 

¶ Increase the processor speed: If  your machine has a high-performance 

hard drive and plenty of memory, increasing the processor speed will  

increase the performance of the machine. 

  

https://genesisworld.com/TRBOspecs/
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GW3-TRBO Software Install 

To begin the software installation process, browse to the installer directory and 

double-click on Start.hta. 

Required Software 

In order to support GW3-TRBO, Microsoftôs .NET Framework 4.8 or later must 

be installed on your computer. If it is not already installed, you will see a window 

similar to the one shown in Figure 1.1. Click Install  to begin installing .NET 

Framework. 

 

 
Figure 1.1 ï .NET Framework Installer 

 

GW3-TRBO requires Microsoft SQL Server be installed on this computer or 

another computer on the network. Standard Edition or higher is required for 

remote database installations. For local database installations, if SQL Server is not 

already installed on this computer, SQL Server Express will be installed during 

the GW3-TRBO installation process. 

Preparing to Install 

After the .NET Framework is installed, the GW3-TRBO Installer  will  launch. 

The Welcome window in Figure 1.2 allows you to begin the installation process or 

launch any of the installation guides included with the installer. 
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Figure 1.2 ï GW3-TRBO Welcome window 

 

When you click Launch Setup, the GW3-TRBO setup process will  begin. 

 

The installation of any prerequisite components may require you to restart your 

computer. After a restart, the installer should resume the setup process 

automatically. If  it does not, browse to the installer directory and double-click on 

Start.hta. 
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Install Screens 

Installation screen 

On the Installation screen, select to install software or database only. 

 

 
Figure 1.3 ï Installation Screen 

 

Database Only Screen 

If you select Database Only on the Installation screen, you will see the Database 

Only screen (Figure 1.4). This screen allows you to deploy GenWatch3 related 

databases only. It will not install the application itself. 

 

 
Figure 1.4 ï Database Only screen 

 

¶ SQL Server: The SQL Server instance where the database(s) should be 

installed. 

¶ Use Windows Authentication: Use the current Windows user to connect 

to the SQL Server instance. 

¶ SQL Login/Password: The SQL user credentials to connect to the SQL 

Server instance if Use Windows Authentication will not be used. 
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1. Click Connect to connect to the specified SQL Server. 

a. Once the connection is validated and successful, you will be able 

to deploy the database(s). 

2. Click Install  next to the desired database to deploy it. 

3. Repeat for each desired database. 

 

 If  you wish to manually create or update the GW3-TRBO databases, you may access the 

database script files directly via the Write  Script Files link. To manually update an existing KPI 

database, use the Write  KPI  Update Script File link. To manually add Configuration Services to 

an existing GW database, use the Write  CS Update Script File link. 

 

GW Warehouse Screen 

Clicking Deploy Data Warehouse on the Database Only screen will show the 

GW Warehouse screen (Figure 1.5).  

 

The GW Warehouse is a database used for long-term storage and reporting on 

deployments in which the call volume prohibits reporting directly from the 

primary GW database. 

1. Select a SQL Server for the warehouse. This should be a SQL Server 

running on a separate machine from the primary GW database. 

2. Provide Administrative-level credentials to the selected SQL Server. 

3. Click Test Connection ï The connection is tested and validated. If  the 

SQL Server is not valid for warehouse installation, the reason is displayed. 

4. Click Deploy Warehouse ï The warehouse is deployed to the SQL 

Server.  

 

 
Figure 1.5 ï GW Warehouse screen 

 

Installation Folder screen 

If you select GW3-TRBO Software on the Installation screen, you will see the 

Installation Folder screen (Figure 1.6). On this screen, you can choose the 

directory where the GenWatch3 application files will be installed. 
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Figure 1.6 ï Installation Folder Screen 

 

Click Install  to install the GW3-TRBO application files to the chosen directory. 

You will see a progress bar as GW3-TRBO is installed. Once complete, you will 

be able to configure the installation and the Setup Type screen will be shown. 
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Configuration Screens 

Configuration Type Screen 

At the Configuration Type screen (Figure 1.7) choose the type of GW3-TRBO 

installation you wish to perform: Host or Client. 

 

¶ Host: Select Host to install the GW3-TRBO service and the GW3-TRBO 

interfaces. If GW3-TRBO will be installed on one machine, select Host. 

¶ Client:  Select Client to install only the GW3-TRBO interfaces. These are 

used to display information processed and stored by a GW3-TRBO host. 

 

Click Next to continue. 

 

 
Figure 1.7 ï Configuration Type screen 
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Optional Features Screen 

At the Optional Features screen (Figure 1.8) review the available features and 

select those you wish to enable. 

 

Additional features: 

¶ Trio:  This option should be selected if  the Trio module has been 

purchased to use on this GW3-TRBO installation. 

¶ Setup SNMP Master Agent: This option should be selected if  this 

GW3-TRBO installation needs to be able to send SNMP messages. 

¶ GET APM:  This option should be selected only if  GenGET APM is also 

installed. Selecting this option will  enable the GenGET Database Options 

screen. 

 

Click Next to continue. 

 

 
Figure 1.8 ï Optional Features screen 
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GenGET Database Options Screen 

The GenGET Database Options screen (Figure 1.9) allows the configuration of 

options related to GET products. This screen displays only if  the GET APM  

option was selected on the Optional Features screen. 

¶ APM Connection: Click this button to provide the information required 

to connect to the GenGET APM database. 

¶ GenGET Report User Password: The password that will  be used to run 

GenGET reports in GW_Reports. The GenGET Report User is named 

ReportsGW. 

¶ Additional  Databases: Click this button to provide the information 

required to connect to optional GET databases. This can be used to create 

the reporting user in the GET_SNMP database. 

 

Click Next to continue. 

 

 
Figure 1.9 ï GenGET Database Options screen 
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GET SNMP Master Agent Options Screen 

The GET SNMP Master Agent Options screen (Figure 1.10) prompts you to set 

the configuration password for the GET SNMP Master Agent. This screen 

displays only if  the Setup SNMP Master Agent option was selected on the 

Optional Features screen. 

 

Click Next to continue. 

 

 
Figure 1.10 ï GET SNMP Master Agent Options screen 
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Database Options Screen 

The Database Options screen (Figure 1.11) allows you to choose a SQL Server 

Instance to host the GW database. The selection will  default to the local, default 

instance of SQL Server if  it exists. If  there is not a default instance installed, the 

<Install SQL Express> option will  be available. Click <Browse for more> to 

search the network for existing SQL Server instances. The server and instance 

name may also be entered manually. 

 

 The <Browse for more> option may not find all SQL Servers on the network. 

 

Authentication provides the following options: 

 

¶ Windows Authentication ï Setup will  log into the database using the 

current Windows user account. 

¶ SQL Server Authentication ï Setup will  log into the database using the 

specified SQL user credentials. The credentials entered must have system 

administrator privileges on the SQL Server instance. 

 

Check Configure Data Warehouse to deploy the GW3-TRBO data warehouse. 

Refer to the GW Warehouse Screen section earlier in this chapter for details. 

 

Check Specify database directory  to choose the directory for the database. 

 

Click Next to continue. 

 

 
Figure 1.11 ï Database Options screen 

 

 Remote Database Considerations 

¶ Domain Users ï This account may need to be added to the Domain Users group 

¶ Workgroup  Users ï This account must exist on the database machine and all client 

machines 
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Database Names Screen 

The Database Names screen (Figure 1.12) prompts you enter names for the 

databases used by GW3-TRBO. Renaming the databases is optional and you can 

continue the setup without changing them. 

 

Click Next to continue. 

 

 
Figure 1.12 ï Database Names screen 
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Admin Password Screen 

The Admin Password screen (Figure 1.13) prompts you to set the Admin account 

password. The Admin account is created during the installation and is used to log 

in to GW3-TRBO when the installation is complete. 

 

Click Next to continue. 

 

 
Figure 1.13 ï Admin Password screen 

 

 The password provided must meet the password policy in SQL Server. Some policies require 

a combination of uppercase, lowercase and numeric values. 

 

 GW3-TRBO creates the Admin login on the SQL Server instance and associates it with the 

Admin user it also creates in the Primary and Performance (and Trio, if selected) GW3-TRBO 

databases. This is not a Windows login user. 
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Service Account Screen 

The Service Account screen (Figure 1.14) prompts you to set the credentials for 

the GW3-TRBO service. The same credentials are used for the GET SNMP 

Master Agent service if  it is installed. A SQL login is automatically added for the 

credentials specified. 

 

Click Next to continue. 
 

 
Figure 1.14 ï Service Account screen 
 

REST API Options Screen 

The REST API Options screen (Figure 1.15) prompts you to set the port for the 

REST API. This API is used for communication between GW3-TRBO and the 

Genesis iVista and GenGET products. 

 

Click Next to continue. 

 

 
Figure 1.15 ï REST API screen 
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Configuration Options Screen 

The Configuration Options screen (see Figure 1.16) allows you to select what 

options you would like to enable or install. 

 

Click Next to continue. 

 

 
Figure 1.16 ï Configuration Options screen 

 

 The Use Windows User Impersonation option requires any Windows user that logs into 

GW3-TRBO to have the same SQL server and database permissions as that of the account under 

which the GW3-TRBO service runs. These permissions are listed below: 

¶ For each of the databases created by GW3-TRBO (GW, KPI, and Trio), the user must be 

assigned to the built-in db_securityadmin role as well as the db_gw3service role created 

in each database during the installation of GW3-TRBO. 

¶ The user must be assigned the GRANT  option on the ALTER  ANY CONNECTION  

server-level permission. 

¶ Additionally, the Windows user cannot have higher permission levels on the SQL server 

and databases than the GW3-TRBO service account, as SQL Server will  prevent the 

service from impersonating a user with more permissions than itself. 
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Ready To Configure Screen 

When all installation information has been collected, both host and client setup 

types will  show the Ready to Configure screen (Figure 1.17). 

 

Click Apply  to begin configuring GW3-TRBO. 

 

 
Figure 1.17 ï Ready to Configure screen 

 

  






















































