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Trademarks
Thefollowing aretrademark®f Motorola:MOT OT RB O E

Any otherbrandor productnamesaretrademark®r registeredrademark®f their respectivenolders.

The Genesis Group Trademark Information

GW3-TRBQ® is aregisteredrademarkof GenCoreCandeolTD., a subsidiaryof Burks GenCoreCo., Inc.
D.B.A. The GenesisGroupandPhil Burks.

Copyright
Copyright© 20062022 Burks GenCoreCo.,Inc. D.B.A. The GenesisGroupandPhil Burks.All rightsare
reservedNo partof this publicationor the associategorogrammay be reproduced{ransmittedfranscribed,
in wholeor in part,in anyform or by any meanswhetherit is mechanicalmagneticpptical, electronic,
manualor otherwise without the prior written consenof Burks GenCoreCo.,Inc. D.B.A:
The GenesisGroupandPhil Burks
5800EaglesNestBlvd
Tyler, Texas75703.

Includestechnologylicensedirom Motorola.

Disclaimer

TheGW3-TRBO Installation& QuickstartGuideis printedin theU.S.A.Burks GenCoreCo.,Inc. D.B.A.
The GenesisGroupandPhil Burksbelievethattheinformationincludedin this manualis correct;however,
BurksGenCoreCo.,Inc. D.B.A. The GenesisGroupandPhil Burksreservesheright to alter,reviseand
makeperiodicchangego themanualandits contentsBurks GenCoreCo.,Inc. D.B.A. The GenesisGroup
doesnot assumeesponsibilityto notify any personof suchrevisionsor changesWhile we havetakenstrides
to carefullyexamineour softwareanddocumentatiomndbelievethatit is reliable,the GenesisGroupand
Phil Burksassumeno responsibilityfor the useof the manual,or GW3-TRBO software nor for any patent
infringementsor otherrightsof third partieswho may usethe manualor the GW3-TRBO software Burks
GenCoreCo.,Inc. D.B.A. TheGenesisGroupandPhil Burks makeno representationsr warrantiesvith
respecto the contentsor fitnessfor a particularpurposebeyondthe costof the softwarepaid by theenduser.

The softwarecontainsvaluabletradesecretsandproprietaryinformation.Unauthorizeduseof themanualor
softwarecanresultin civil damagesndcriminal prosecutionAs anenduser,you agreeto abideby andheed
thesestatements.

License

Title to themediaon which the programis recordedandto thedocumentatiorn supportof the productis
transferredo you, buttitle to the program,andall subsequentopiesof the program despitetheform or
mediain or on licenseis nota saleof theoriginal or any subsequentopy.You assumeesponsibilityfor the
selectionof the programto achieveyourintendedresults,andfor theinstallation,use,andresultsobtained
from theprogram.

Referto the GW3-TRBO ManualOverviewfor your full license All licenseinformationcontainedon pages
4-7 (Book 600-2.17.10AA.1) areto beconsideredscontainecherein.

Support

Customersatisfactioris our numberonepriority at GenesisWe arehereto provideyou with thebest
softwarepossible andwe wantto know whenyou haveany questionsgconcernsor problemswith
GW3-TRBO sothatwe canmakeit a betterproductfor everyone.

Referto the Troubleshootingk Supportsectionof the GW3-TRBO ManualShell(Book 600-2.17.10AA.1)
for completesupportandcontactinformation.
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Abowath Manual

Goals

This documenguidesyou throughthe GW3-TRBO installationandinitial setup
processAfter you completethe stepsin thisdocumentyouwill bereadyto
configuretheinput moduld€s) thatGW3-TRBO will useto communicatevith
your systen(s).

Who Should Read This Manual?

This documenis written for anaudienceawith anunderstandingf computerand
networkadministration Specifically,anyoneperforminganinitial installationof
GW3-TRBO shouldreadthis manual.

How This Manual Is Organized

This manualis organizedasfollows:

1 Installing GW3-TRBO: Describeghe procesof installingGW3-TRBO.

1 Getting Started: Instructionsonlogginginto Alert andbeginningthe
GW3-TRBO evaluation.

1 Configuring the Security Module: Instructionson changingthe default
Adminlogin.

1 Configuring the Archiver Module: Instructionson settingup data
archivingfor reportingandhistoricaldata.

This manualcontans thefollowing imagesusedto indicatethata segmenbf text
requiresspecialattention:

\%.) Additional Information : Additional informationis usedto indicate
shortcutor tips.

@ Warning: Warningsareusedto indicatepossibleproblemareassuchasa
risk of datalossor incorrect/unexpectefiinctiorality.
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Chapter |l nst aGW3ITmRE O

This chaptercontainsthefollowing sections:

1 Warnings: ProvidessomewarningsaboutGW3-TRBO configurations.

1 Minimum Hardware Specifications Describesvhereto find the
hardwareconfigurationrequiredto supporta GW3-TRBO installation.

1 Hardware EnhancementOptions: Describesadditionalhardware
options.

1 GW3-TRBO Software Install: Providesdetailedinstructionsfor
installingandlicensingthe GW3-TRBO software.

1 Firewall Configuration: Describeghe propersetupof the Windows
firewall.

1 AdvancedClient Setup. Describeghe propersetupof clientsin a multi-
domainenvironment.

1 Audit Logging: Describegheauditloggingin SQL Server.

Warnings

@ If youchangehenameof the GW3-TRBO hostcomputeryou mustrestartthe GW3-TRBO
service.

@ If youwishto useSQLS e r vSNMBirgtegrationfunctionality,you mustinstall Windows
SNMP componentdeforeSQL Server.

@ You mustinstall thefull versionof Microsoft SQL Serveron the hostmachinen orderto
createa host/clientinstall. SQL ServerExpressDOESNOT supportremoteuserconnectivityon
its databasesThefull versionof Microsoft SQL ServerDOESsupportremoteuserconnectivity.

6 SQL Server®Standards recommendefbr usershatwish to archivedataandrun daily
reports. GW3-TRBO is shippedwith afreewareversionof Microsoft SQL Server(SQL Server
Express)SQL ServerExpresss limited to amaximumsizeof 10 GB of archiveddata.Whenthe
maximumsizeis reachedthe databasavill notbeupdatedvith newrecordsandmay stop
functioning.

@ The GW3-TRBO machinemustusean Englishlanguagerersionof Microsoft Windows.

@ The GW3-TRBO machinemustnot usea commaasa decimalsymbolin the NumberFormat
underRegionalSettings.

@ The GW3-TRBO machinemustnot usehyphensn the Date FormatunderRegionalSettings.

@ The GW3-TRBO maching(client or host)mustbe a memberof a Microsoft Windows
network.GW3-TRBO relieson DNS resolutionfor the TCP/IPandSQL connectionghatit uses.
If themachinerunningGW3-TRBO is nota memberof a network,the GW3-TRBO softwarewill
not function properlyunlessyou follow theinstructionsbelow.

9
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6 The GW3-TRBO servicemustalways be runningPleasalisablehibernationon the host
machine.

Using GW3-TRBO Without a Network

GW3-TRBO requirs a network connectionf you needto useGW3-TRBOona
machinethatis not connectedo a network,you mustinstall aloopbackadapter
A hardwardoopbackadaptehasbeenincludedwith your GW3-TRBO host
machine Connectheadaptetothema c h iEtherr@etortasshownbelow.

e~

TheMicrosoft LoopbackAdaptercanbeinstalledif a hardwareadaper is not
available To install this softwareloopbackadapterfollow the stepshelow.

Windowsl10

1.
2.

Right-click the Start menuicon and seledRun.

Enter the text AAK dTivisvwilldoacethedd a n d

Hardware Wizard
Click the Next button.

Selectinstall the hardware that | manually selectfrom a list

(Advanced)andclick Next.
SelectNetwork Adapters from thelist andclick Next.
SelectMicrosoft from the list of manufacturers

SelectMicrosoft KM -TEST Loopback Adapter from the Model list and

click Next.
Click Next. Windowswill installtheloopbackadapter.
Click Finish.

10
6002.17.16BB.1



Minimum Hardware Specifications
Seehttps://genesisworld.com/TRBOspecs/

Hardware Enhancement Options

Thereis no suchthing astoo muchpower.Thefollowing hardwareoptionswill
improvethe performancef GW3-TRBO:

T

Increasethe hard drive speed:Whenarchiving or reportingon agreat
dealof data,theharddrive will sometime$ecomehebottleneckof the
system.This canleadto the processowaiting on the harddrive.
Increasethe memory (RAM): WhenGW3-TRBO is processinglataon a
systemwith thousand®f radio IDs andtalkgroupsjt usesalot of
memory.If your machineneedsmorememorythanis available,it will
beginusingthe swapfile ontheharddisk to storedatathatshouldbein
memory.Because¢he harddrive operatest a speedhatis up to 1,000
timesslowerthanmemoryi,it is importantto avoid harddrive swapping.
Increasethe processorspeed If your machinehasahigh-performance
harddrive andplenty of memory,increasinghe processospeedwill
increasehe performancef themachine.

11
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GWS3-TRBO Software Install
To beginthe softwareinstallationprocessbrowseto theinstaller directoryand
doubleclick on Starthta

Required Software

In order to support GWIF RBO, Mi crosoftds . NET Fr ameworl
be installed on your computef.ifl is not already installed, you will see a window

similar to the one shown in Figure 1.1. Clicstall to begin installing .NET

Framework.

| &8 Microsoft NET Framevork

NET Framework 4.8 Setup
Please accept the ficense tems to contiue. NET

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

_NET FRAMEWORK AND ASSOCIATED LANGUAGE PACKS FOR
MICROSOFT WINDOWS OPERATING SYSTEM

Microsoft Corporation (or based on where you live, one of its
affiliates) licenses this supplement to you. If you are licensed to use
Microsoft Windows operating system software (the “software”), you
may use this supplement. You may not use it f you do not have a
license for the software. You may use this supplement with each
\validly licensed copy of the softwa

ibe additional use terms for this

= W

[)i have read and accept the icense ‘terms.

o
Figure 1.17 .NET Frameworkinstaller

GW3-TRBOrequires Microsoft SQL Server be installed on this computer or
another computer on the network. Standard Edition or higher is required for
remote database installations. For local database installations, if SQL Server is not
already installed on this comfer, SQL Server Expresdll be installed during

the GW3TRBO installation process

Preparing to Install
After the .NET Frameworkis installed the GW3-TRBO Installer will launch
TheWelcomewindowin Figurel.2 allowsyouto begintheinstallationprocessor
launchany of theinstallationguidesincludedwith the installer

12
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ﬂ WHB INSTALLATION

Launch Setup
System Requirements
Manuals & Videos

GenesisWorld.com
Explore Drive
Exit

Genesis )
Figure 1.27 GW3-TRBO Welcomewindo

Whenyou click Launch Setup the GW3-TRBO setupprocesswill begin.

Theinstallationof any prerequisitecomponentgnay requireyou to restartyour
computer After arestart theinstallershouldresumethe setupprocess

automatically If it doesnot, browseto the instalér directoryanddoubleclick on
Starthta

13
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Install Screens

Installation screen
Onthelnstallationscreenselectto install softwareor databasenly.

| Gws-TRe0 [ 5]

ﬁ WH RBO(

GW3-TRBO Software

Database Only

Figure 1.371 InstallationScreen

Database Only Screen

If you selectDatabase Onlyon thelnstallationscreen, you will see tHeatabase
Only screen (Figure 1.4). This screen allows you to deploy GenWatch3 related
databases only. It will not install the application itself.

| 6ws-TRE0 [ <]

GWH RBO/

Database Configuration
Enterthe SGL Server name and credertials below

SQL Server: [SERVER|

Use Windaws Authertication

Figure 1.47 Databas@©nly screen

1 SQL Server: The SQL Server instance where the database(s) should be
installed.

1 Use Windows Authentication: Use the current Windows user to connect
to the SQL Server instance.

1 SOQL Login/Password:The SQL user credentials to connect to the SQL
Server instance Iflse Windows Authenticationwill not be used.

14
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1. Click Connectto connect to the specified SQL Server.
a. Once the connection is validated and successful, you will be able
to deploy the database(s).
2. Click Install next to the desired database to deploy it.
3. Repeat for each desired database.

\l> If youwishto manuallycreae or updatethe GW3-TRBO databasegjou mayaccesshe
databaseacriptfiles directly via the Write Script Fileslink. To manuallyupdatean existingKPI
databaseysethe Write KPI Update Script File link. To manuallyadd ConfigurationServicego
anexistingGW databasejsethe Write CS Update Script File link.

GW Warehouse Screen

Clicking Deploy Data Warehouseon theDatabase Onlgcreen will show the
GWWarehousecreen (Figure 1.5).

The GW Warehouseés a databaseisedfor long-termstorageandreportingon
deploymentsn which the call volumeprohibitsreportingdirectly from the
primary GW database.
1. SelectaSQL Serverfor thewarehouseThis shouldbea SQL Server
runningon a separatenachinefrom the primary GW database.
2. ProvideAdministrativelevel credentialgo theselectedsQL Server.
3. Click TestConnectioni Theconnections testedandvalidated.If the
SQL Serveris notvalid for warehousénstallation thereasons displayed
4. Click Deploy Warehousei Thewarehousés deployedo the SQL
Server.

€) GW Warehouse — m} X

Use this form to deploy a GW Data Warehouse to a SQL Server Instance.
The data warehouse can only be installed on SQL Server 2012 or newer
and requires SQL Server Agent

SQL Server: | DataWarshouseMaching| w

Authentication: | Windows Authentication ~

Test Connection

Click Deploy Warehouse to deploy the data warchouse on the SQL Server
instance specified above.

Figure 1.57 GW Warehousecreen

Installation Folder screen

If you selectGW3-TRBO Software on thelnstallationscreen, you will see the
Installation Folderscreen (Figure 1.6). On this screen, you can choose the
directory where the GenWatch3 application files will be installed.

15
6002.17.16BB.1



| Gws-TRe [ +]

G WHB INSTALLATION

Installation Folder
GW3-TRBO wil be instaled to the directory speciied below. ff you wish to choose @ diferent directory,
dlick Change. Click Install to begin the instaliation

Installation Directory:
C:\Program Files'\Genesis\GW3-TRBO"

GW3-TREO contfiguration will begin after the instalation is complete:

Install

Figure 1.671 Installation FoldeScreen

Click Install to install the GW3TRBO application files to the chosen directory.
You will see a progress bar as GVWWBBO is installed. Once complete, you will
be able to configure the installation and 8etup Typscreen will be shown.

16
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Configuration Screens

Configuration Type Screen

At the ConfigurationTypescreenFigure1.7) choosethetype of GW3-TRBO
installationyou wish to perform:Host or Client.

1 Host: SelectHost to install the GW3TRBO service and the GWBRBO
interfaces. If GW3TRBO will be installed on one machine, seldotst.

1 Client: SelectClient to install only the GW3IRBO interfaces. These are
used to display information processed and stored by a-GRED host.

Click Next to continue.

& Gw3-TRBO - X

GW3TRBO

Configuration Type

@ Host

Configures the GW3-TRBO Service and Database. Client tools are included on the
GW3-TRBO Host

Q) Client
Configures the GW3-TREO Client Interface

Figure 1.7 7 ConfigurationTypescreen
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Optional Features Screen

At the Optional Features screen(Figurel.8) reviewthe availablefeaturesand

selectthoseyou wishto enable.

Additional features:

1 Trio: Thisoptionshouldbeselectedf the Trio modulehasbeen

purchasedo useonthis GW3-TRBO installation.

1 SetupSNMP Master Agent: This optionshouldbeselectedf this
GWS3-TRBO installationneeddo beableto sendSNMP messages.

1 GET APM: This optionshouldbeselectednly if GenGETAPM is also
installed.Selectingthis optionwill enablethe GenGETDatabaseOptions

screen.

Click Next to continue.

&) GW3-TREO —

GW3TRBO =

Optional Features:

[ Trio  Select this option f you have purchased the Trio module for GW3-TREO.
[] Setup SNMP Master Agent

Select this option to install the GenGET SNMP Master Agent Service. Required to transmit
SNMP messages from GW3-TREQ.
Nate: Checking this option during an upgrade wil reset user seftings in the Master Agert.

[] GET APM  Select this option to connect GW3-TRBO to a GenGET APM DataServer.

18
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GenGET Database Options Screen

The GenGETDatabaseOptionsscreen(Figure1.9) allowsthe configurationof
optionsrelatedto GET products.This screerdisplaysonly if theGET APM
optionwasselectedn the Optional Featuresscreen.

1 APM Connection: Click this buttonto providetheinformationrequired
to connecto the GenGETAPM database.

1 GenGET Report User Password: The passwordhatwill beusedto run
GenGETreportsin GW_ReportsThe GenGETReportUseris named
ReportsGW.

1 Additional Databases<Click this buttonto providetheinformation
requiredto connecto optional GET databasesl his canbe usedto create
thereportinguserin the GET_SNMPdatabase.

Click Next to continue.

&) GW3-TREO — x

G WH RBO

APM Connection
Net Configured

Additional Databases
Add connections to the list below to configure databases

Server Database

Figure 1.97 GenGETDatabas@®ptionsscreen
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GET SNMP Master Agent Options Screen

The GET SNMPMasterAgentOptionsscreenFigure1.10) promptsyouto set
the configurationpasswordor the GET SNMP MasterAgent. This screen
displaysonly if the Setup SNMP Master Agent optionwasselectedn the
Optional Featuresscreen.

Click Next to continue.

& cw-TRBO - X

GW3TRBOY

GET SNMP Master Agent Options

Please enter a configuration password for the GET SNMP Master Agent Service.

Gene=is )
Figure 1.107 GET SNMP MasterAgentOptionsscreen
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Database Options Screen

TheDatabaseOptionsscreenFigure1.11) allowsyouto choosea SQL Server
Instanceio hostthe GW databaseThe selectionwill defaultto thelocal, default
instanceof SQL Serverif it exists.If thereis not adefaultinstancenstalled,the
<Install SQLExpress>optionwill beavailable Click <Browsefor more>to
searchthe networkfor existingSQL ServerinstancesThe serverandinstance
namemay alsobe enterednanually.

\l) The <Browsefor more>optionmaynotfind all SQL Serverson the network.
Authentication providesthefollowing options:

1 WindowsAuthenticatiori Setupwill log into thedatabaseisingthe
currentWindowsuseraccount.

1 SQLServerAuthenticatiori Setupwill log into the databaseising the
specified SQL user credentials. The credentials entered must have system
administrator privileges on the SQL Server instance.

CheckConfigure Data Warehouseto deploythe GW3-TRBO datawarehouse.
Refer to theaGW Warehous8creersection earlier in this chapter for details.

CheckSpecify databasedirectory to choosehedirectoryfor thedatabase.

Click Next to continue.

@ cws-TRBO - ®

G WHBB .INS TALLATION

Database Options

Settings and archived data will be stored in an MSSQL database. Please select the MSSOL
Server you wish to use for this database. The credentials provided will be set as the database

SQL Senver: ‘TREO\ -

Use Windows Authentication

Setup wil log on to AL Server usin
GENWATCHO\gwadmin

[ Corfigure Data Warehouse
[ Specity database directory
C:\ProgramData"\Genesis\GenWatch3\Database'

Figure 1.117 Databaséptionsscreen

\ln) RemoteDatabaseConsiderations
1 Domain Usersi Thisaccountmayneedto beaddedio the DomainUsersgroup
1 Workgroup Usersi Thisaccountmustexiston the databasenachineandall client
machines
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Database Names Screen

TheDatabaseNamesscreenFigurel.12) promptsyou enternamedor the
databaseasedby GW3-TRBO. Renaminghe databasess optionalandyou can
continuethe setupwithout changingthem.

Click Next to continue.

@ Gw3-TREQ — X

GW3TRBO 7

Database Names
Set the names for the databases that will be created during configuration

Figure 1.121 Databaséamesscreen
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Admin Password Screen

The AdminPasswordscreenFigurel.13) promptsyou to setthe Adminaccount
passwordThe Adminaccounts createdduringtheinstallationandis usedto log
in to GW3-TRBO whentheinstallationis complete.

Click Next to continue.

@ Gw3-TRBO — X

GW3TRBO

Admin Password
The GW3-TRBO Admin account will be created with the password provided below. The

password must meet any local or domain password policies. If the Admin aceount already exists
onthe server, please enter the cument password.

| E—

Figure 1.137 Admin Passwordcreen

6 The passwordorovidedmustmeetthe passwordolicy in SQL Server.Somepoliciesrequire
a combinationof uppercasdpwercaseandnumericvalues.

\) GWS3-TRBO creategshe Adminlogin on the SQL Server instance and associates it with the
Adminuser it also creatas the Primary and Performance (and Trio, if selected) GTRBO
database Thisis notaWindowslogin user.
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Service Account Screen

The ServiceAccountscreen(Figure 1.14) promptsyou to setthe credentialdor
the GW3-TRBO service.Thesamecredentialsareusedfor the GET SNMP
MasterAgentserviceif it is installed.A SQL loginis automaticallyaddedfor the
credentialspecified

Click Next to continue.

@ Gw3-TRBO — X

GW3TRBO 0

Service Account
Please specify the credertials for the senvice. The account provided will be added as an 5Q
login and used to run the GET SNMP Master Agent service f it is selected for installation.

@ Built-in Account
NT AUTHORITY\SYSTEM ~

O User Account
User Name: Current

Password

Figure 1.1471 ServiceAccountscreen

REST API Options Screen

The RESTAPI Optionsscreen(Figure1.15) promptsyouto setthe portfor the
RESTAPI. This API is used for communication between GINRBO and the
Genesis iVista and GenGET products.

Click Next to continue.

&) GW3-TREO — x

G WHB INSTALLATION

REST APl Options

Pleass specily the settings forthe REST AP| connection. This cannection is used by iVista.

REST APIClient TCP Port: 13001

Figure 1.157 RESTAPI screen
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Configuration Options Screen

The ConfigurationOptionsscreenseeFigure1.16) allowsyouto selectwhat
optionsyou would like to enableor install.

Click Nextto continue.

& Gw3-TRBO - X

GW3TRBO =

Configuration Options
Please select the features you would like to enable.

Use TCP Compression
Compress TCP Commurication between the modules and service. This option decreases
bandwidth requirement but may impact processor usage.

Dynamically Add Resources

Automaticaly save uni, talkgroup and system information to the database. This option can also
be enabled in the Alias module.

Automatically Restart Service
Automatically restarts the service should it teminate unexpectedy.

[ Use Windows User Impersonation

The sevice perfoms database transactions impersonating the user that caused them
‘This option relies on TCP Encryption.

Figure 1.16 17 ConfigurationOptionsscreen

6 The UseWindows User Impersonation optionrequiresany Windowsuserthatlogsinto
GW3-TRBOto havethesameSQL serveranddatabas@ermissionsasthatof theaccountunder
whichthe GW3-TRBO serviceuns.Thesepermissionsarelisted below:

1 Foreachof thedatabasesreatedoy GW3-TRBO (GW, KPI, andTrio), theusermustbe
assignedo thebuilt-in db_securityadmimole aswell asthedb_gw3serviceole created
in eachdatabaseluringtheinstallationof GW3-TRBO.

1 Theusermustbeassignedhe GRANT optiononthe ALTER ANY CONNECTION
serverlevel permission.

1 Additionally, the Windowsusercannothavehigherpermissionevelsonthe SQL server
anddatabasethanthe GW3-TRBO serviceaccountasSQL Servemwill preventthe
servicefrom impersonatinga userwith morepermissionghanitself.
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Ready To Configure Screen
Whenall installationinformationhasbeencollected both hostandclient setup
typeswill showthe Readyto ConfigurescreenFigurel.17).

Click Apply to beginconfiguringGW3-TRBO.

Figure 1.17 7 Readyto Configurescreen
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